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FORENSIC & VALUATION SERVICES

DIGITAL FORENSICS

Sikich has extensive resources in dispute advisory, damages 
calculations, fraud investigations, eDiscovery, computer forensics, 
data analytics, valuation, and insurance claims. 
Sikich will provide sophisticated, resourceful and objective expertise to your business with our 
forensic accountants, auditors, certified fraud examiners, a former government regulator, cyber 
security and computer forensic specialists, data analytics experts, and credentialed valuation 
experts.

The Sikich digital forensics team has a state-of-the-art computer forensics lab. The team 
has significant experience in performing the following types of digital forensic services:

•	 �Evidence collection and retrieval of data 

•	 Forensic imaging and data preservation

•	 �Data recovery and forensic analysis

•	 �Cybersecurity

•	 �Data breach response 

•	 �Information security consulting

•	 �Fraud management and risk mitigation

•	 ��Vulnerability management (including 
detection and prevention)

•	 �IT and compliance audits

•	 �Penetration tests

•	 �Computer security assessments

•	 �Computer forensic investigations

•	 �E-discovery services and litigation

•	 �Reconstruct events

•	 �Forensic data analytics

•	 �PDF file data conversions

•	 �Payment card industry forensic 
investigations 

•	 �Patient data breach investigations

•	 ��Financial information investigations

•	 �Service provider reviews on internal 
controls over financial and non-financial 
reporting and security, availability, 
processing integrity, confidentiality,  
and/or privacy of the data center’s system  
and information 

•	 �Federal information security standards

•	 �Ransomware response

The team holds the following certifications:

•	 �Certified Information Systems Auditor 
(CISA) 

•	 �Certified Information Systems Security 
Professional (CISSP)

•	 �Payment Application Qualified Security 
Assessor (PA-QSA)

•	 �Payment Application Qualified Security 
Assessor for Point-to-Point Encryption 
(PA-QSA P2PE)

•	 PCI Approved Scanning Vendor (ASV)

•	 PCI Qualified Security Assessor (QSA)

•	 ��Qualified Security Assessor for Point-to-
Point Encryption (QSA P2PE)

•	 ��PCI Forensic Investigator (PFI)

•	 Core Forensic Investigator (CFI)

The team uses the following tools:

�• AccessData’s Summation®

��• CaseWare IDEA
�• �Elasticsearch, Logstash, 

Kibana (ELK)
• EnCase 

• �Forensic Toolkit
��• Magnet IEF
• Microsoft Power BI
�• �OSSEC

�• �Relativity®

�• �Sequel Server (SSIS & SSAS)
���• Tableau
• Volatility

For more information about our services, visit www.sikich.com.
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